SIGOS Mobile roaming testing tool

Project handled by
Sarmad Mohamad Abdul-Hakim

Hardware installation and service testing

2025

Public



SIGOS (Service Integration and Global Optimization System).

System Brief: SIGOS testing tool is used to run periodic and ad-hoc mobile roaming tests that
are used to measure the quality of services and speed us testing process by automating the
process and handle it without depending on roaming partners or other operators.

Core Function and Service(s):

- Site CU server: The central server which controls the testing process and communicates
with all other equipment’s functions to facilitate the test.

- Ul: User Interface to access the SITE portal and run the needed tests

- SIMMUX: A box that hold the physical test SIM cards that are selected prior performing
the tests

- CLU Probes: connect to Asiacell radio network (similar to mobile) and used to run and
simulate the required quality tests. They are connected to CU server through Asiacell local
network.

- GRP SSM-Proxy: Used to connect with Sigos Global Roamer server in Germany, it
facilitates the outbound and international testing with other countries by using Sigos
worldwide distributed probes.

e The Architecture and Network Design including:

o High Level Design (HLD): a diagram that shows the overall system/service
design describing the relation between various modules and functions of the
system/service

o Low Level Design (LLD): dig down diagram, tables, sheets that defines the actual
logic for each and every component of the system/service, including interfaces,
connections, IP addresses, etc. between them.

e Data Flow Diagram (DFD): a sequential flow diagram with table or matrix sheets that
shows how each component of the system / service is communicating with each other
for common uses cases.



High Level Design (HLD)
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System elements description and OS

Elements

Description / Functionality

Operating System
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sitecu Center unit that control the testing process

Linux SUSE v.10

o £
siteui User Interface to allow access to SITE portal Linux SUSE v.10
simmux SIM cards box handler Linux SUSE v.10
P P toall to SIGOS GR

ssmProxy roxy server to allow access to Linux SUSE v.10
backup Backup CU for redundancy

Linux SUSE v.10




clu-fermanday

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-bgd-ap

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-bgd-mt

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-kkk-rehemawa

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-erbil-
newbuilding

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-bas-barathya

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-bas-amara

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-Karbula

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

clu-bashmakh

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10

CLU-Suly Airport

Probe with antennas to perform the scheduled
tests (act as a mobile)

Linux SUSE v.10




Probe with antennas to perform the scheduled

LU-K la-H
CLU-Karbala-Haram tests (act as a mobile)

Linux SUSE v.10

Probe with antennas to perform the scheduled

CLU Mosul tests (act as a mobile)
Linux SUSE v.10
SNMP The O&M manager checks system components
regularly and generates an alarm
Linux SUSE v.10
GRP SIGO GR connected to probes in other

countries (Located in Germany)

Linux SUSE v.10

IP configuration: With cooperation from IP-planning colleagues, each element is assigned an IP
according to location and available range using Linux command by vendor.

System IP Address Type
sitecu 10.75.160.105 Virtual
siteui 172.16.165.208 Virtual
simmux 192.168.101.183 Physical
ssmProxy 10.75.164.122 Virtual
backup 192.168.101.187 Virtual
clu-fermanday 192.168.101.184 Physical




clu-bgd-ap 192.168.0.181 Physical
clu-bgd-mt 192.168.50.181 Physical
clu-kkk-rehemawa 192.168.88.181 Physical
clu-erbil-newbuilding 192.168.32.181 Physical
clu-bas-barathya 192.168.16.181 Physical
clu-bas-amara 192.168.20.181 Physical
clu-Karbula 192.168.24.181 Physical
clu-bashmakh 172.22.157.30 Physical
WLU-Suly Airport 172.31.118.1 Physical
CLU-Karbala-Haram 172.17.115.196 Physical
CLU Mosul 192.168.70.81 Physical
SNMP 192.168.165.149 Physical




Low Level Design (LLD)
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Data Flow Design (DFD)
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10.75.160.105
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Physical installation

SIMMUX : server installed in Fermandayee Asiacell data centre with 15 SIM boxes, each box can
handle 15 SIM cards. Below is the picture of the SIMMUX.
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CLUs (Probes):

The dimensions of the CLU are 443x44x270 mm3. The total height equals 4 high units of a rack. For the
wiring of the Test Interfaces at the front and powering at the rear free space of at least 100 mm is

required. The weight of a CLU5S is 4kg. Detailed dimensions is below.

443 mm
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Regquirements and locations of CLUs installation:

12 units installed in different location with below requirements for each unite:

Table for CLUs Location

Coverage strength (-50 dBm to -90 dBm )

RF cabinet with 4 high units in rack.

Network connection with CU (Normal LAN connection RJ45): the connectivity is handled by

Power source AC(220-240V).

Environment (Temp 20- 40 °C)

No | CLU name CLU Location
1 | Baghdad Wazeriya (&,)¢)1 (aS)
2 | Baghdad AP Airport (sl ko)
Suly
3 | Fermandayee Fermandayee (tww Gl (346k,9)
4 | Suly Bashmakh Bashmakh ( gleib db & 40 )
5 | Suly AP Airpor (dsladud! Hlas)
6 | Erbil Asiacell Bulding (Jaw bl dolis)
7 | Kirkuk Rahemawa (Lt Glo Juwbwl)
8 | Basra Brathiya ( e Glo dausly )
9 | Karbala Haram Haram (cpwed) 0,>)
10 | Karbala BSC shelter (,Sus! (=)
Mosul data
11 | center Data center (i Glo 8yl daiall)
12 | Amara BSC (sluall (1)




Pictures of each CLU after installation.

Baghdad Wazeriya

Baghdad Airport



Roaming Technology
Sarmad Mohamad
07701105387

Suly Fermandayee

TBARVA)
FUsE TOAZKVA)
e 20A(3KVA)

o) wunjunn R
al oY RS232

Dorninf
~__ gF*oles

_—

..... S e———— el ‘ Suly Bashmakh



Suly Airpot
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SIM cards configuration:

After inserting the SIM cards physically into SIMMUX, go to siteUl data base, then CU and click on “SIM
cards” table. Follow below steps

1. Define a user or a group of users in the Restricted To field

2. Define a subtype that is used to identify this new batch of SIM cards in test cases like
"postpaid_trials" (operator name already given in PLMN/Country)

3. Add a comment with information on the intended use of these SIM cards
5. Enter the MSISDN (starting with country code).

6. Click on SAVE to save the configuration.

Al » CU » SimCards

earch> <58, Datahase w
. N Table SimCards
E w ResultfleAnalysisTasks TotalEntries o
= AX RoamingRadarPimn
: B .
{} HOME = cdr_gr_cosmote SearchFilters
B oo SharedFileStorage
LY - _ )
[__I TEST SETUP E common_kpi SimBoards
ﬁ drive a SimCards
B drive :
= -{
Q REPORTS g m $50Logins '
E GlobaracTs B ssousers
= @ Subdivision
@ DASHBOARDS = £ -
E .om SiPublishQueue

B ALARMS

. .
g DATABASES SUMMARY E n D E

Recordld ¢ MultiRe.. & MuxHost~  HostType ¢  MuxPos$®  SimStatus ¢ Country % Plmn ¢ Subtype ¢ aliasPlmnld ¢ CountryName ¢ Msis
/ FAVORITES | | [nseres | | | |
83867 1] SIMMUX 0 inserted +1917162361)

A 56 NSA Latency

= show Details B Show SIM Card Usage B Update With PLMN Information  /# EditRow % DuplicateRow 1 Delete Row  [[] AdmStatus

83864 0 SIMMUX inserted
mni (RD) 83868 0 SIMMUX 0 inserted
4 A%\ 0 83870 0 SIMMUX 0 inserted
47 0 miu206 MLU 03 inserted de t-mobile Germany
80 0 miué MLU 1515 Inserted de 02 deo2 Germany +4917610018

Wed, 2022-09-21 14:49
6955 0 MOBILE W 0 Inserted hk smartone Hong Kong (China) +123




Edit (Recordld 83869)

Recordid* | 83869
MultiRecordid |0
REPORTS MuxPos Io—
SimStatus | inserted |
Country

Pimn
DATABASES Subtype l—
: aliasPimnid
FAVORITES CountryName
= osan [seormeze |
Imsi I—
mni (RD) Ulmsi ,—

t a0

DASHBOARDS

Ruimid |

Wed, 2022-03-21 1

5 RELOAD B SAVE X CLOSE

Databases + |- | CU SimCardsD |

HosfType MuxPos SimStatus Plmn CountryName Msisdn Imsi

insered
1 SIMMUX 409 inserted FreeMobile  taly +393518997270 222500000001442
B NetworkElements: 2 sMHux 40 inserted cellis Lebanon +0613403891 415019306823373
& Notifications: 0 ESIMMUX m inserted efisalat Eaypt +201159837790 602030821692380
B operator:0 | SIMMUX "2 inserted elisalat Eqgypt +20111112 £02030821692379
B orders: 82 | SIMMUX "3 inserted tel Iran +089120140192 4321390162015
' SIMMUX i inserted tei Iran +989120140193 432113901620196
£ Passwordhistory. 24 | SIMMUX 415 inserted te Iran +989144000058 432113400186498
£ Pimninformation: 6218 | SIMMUX 501 inserted du United Arab Emirates  +71559581666 424030000073961
B Provinee: 4174 | SIMMUX 502 inserted turkeell Turkey +905336038277 286015177238277
B Regoriorders: 520 SIMMUX 503 inserted fastlink Jordan +962795521087 416013000683764
: | SIMMUX 504 inserted tmobile Czzch Republic +420603212507 230014000427097
£ Reporstatus: 226684 | SIMMUX 505 inserted tmobile Czech Republic +420603212679 230014000427096
[ ResourceProperties 631 | SIMMUX 506 inserted Telus Canada 16474557542 302220999252453
B ResourceRequests: 0 SIMMUX 507 inserted Telus Canada +6474557543 302220999262452
. | SIMMUX 508 inserted megafon Russia +79202597640 250020110021120
O ResulflesnalysisTasks. 0 ‘smmux 509 inserted megafon Russia 478202607639 2500201002111
& RoamingRadarPimn: 0 | siMmux 510 inserted tmobile Austria +4367303589 232039010981603
[ searchFitters: 2 | SIMMUX M inserted ChinaMobile  China +8613905528714 460005524908714
B SharedFileStorage: 577 | SIMMUX 512 inserted me Lebanon +0613712840 415037500571726
B e i  SIMMUX 513 inserted indosat Indonesia 61053570 510010208720315
‘ | SIMMUX 514 inserted indosat Indonesia 61053588 510010208720314
E simCards: 350 | SIMMUX 515 inserted indosat Indonesia 61053596 510010208720313
£ ss0Logins: 0 | SIMMUX 601 inserted tmobile Germany +491718099738 262018000148395
1 ssousers: 0 | SIMMUX 602 inserted vodafone Turkey +905443109392 286023840037018
B basein on! | SIMMUX 603 inserted me Lebanon +0613713219 415037500571727
: | SIMMUX 604 inserted aljawal Saudi Arabia +066506480652 420013408124993
E sPublishaueue:0 | SIMMUX 605 inserted vodafone Turkey +905443109394 286023840037019
£ siTestinfo: 0 | SIMMUX 506 inserted tmobils Slovakia +421903482302 231020103112091
B Tari Destinations: 0 | SIMMUX 607 inserted tmobile Slovakia +421903492303 2310201031202
=0 rismmux 608 inserted zain Saudi Arabia +066501501183 420040100001035
. +!
5 Tt Proosties:0 T S PR R — oozt SIM card DB



Test cases

The system support hundreds of mobile network service tests, below are some basics:

Service testing

Test Case Name

Description

Location Update

Registration on network

BC_Voice_MO Basic voice call establishment to an
external party

BC_Voice_MT Basic voice call establishment from
an
external party

SMS_MO Send SMS to any external number

SMS_MT Receive an SMS from an external

source

GPRS_Attach

Check whether a GPRS attach can be
performed (2G/3G/4G).

HTTP_ps

Access URL and check the
downloaded
content for specified keywords.

USSD_AccountBalance

Send USSD Command to check the
account balance.

Ookla_Speedtest

This test case uses Ookla’s official
command-line client for measuring
the speed of Internet connection.

Forwarding_ CFU

forwarding unconditional

BAOC Activating Barring all outgoing calls
and testing it

SMS_check_bill Sending SMS and waiting for reply to
check the bill

CSFB Call service fall back, fall back from
4G to 3G and make call

VoiceQuality Call from A-Side to B-Side and

perform speech quality check




Testing menu parameters

LI
» B3 Comercial bundle . e
» F New Sequence a_type
k] GPRS_Attach a_subtype
O USSD_Menu a_location
O USSD_AccountBalance_SM ;
D SMS_MO_2 i
| . 0 | a_hir
HTTP_Download_20 a_number

[
O HTTP_Download_21
(k]

USSD_Menu_Subscription

» @ New Sequence
» 3 USSD CallBack
O HTTP_Fastcom
O HTTP_Fastcom_2
B BC_Voice_MO_2
D SMS_MO
D BC_Voice_MT
D GPRS_Attach

=

other - a_roamingTo e
a_subscriberSelection
a_resourceSelection
a_roamingTo

a_preferred_PLMNs
a_forbidden_PLMNs

|Global UMTS_Uu

|etisalat_42402

Resource-Requ

= —

ExternalNumber

» 3 Comercial bundle

» & New Sequence

D GPRS_Attach

D USSD_Menu

B USSD_AccountBalance_SMY

D SMS_MO_2

B HTTP_Download_20

0 HTTP_Download_21

B USSD_Menu_Subscription
End)

» & New Sequence

» B3 USSD CallBack

HTTP_Fastcom

HTTP_Fastcom_2

BC_Voice_MO_2

SMS_MO

BC_Voice_MT

GPRS_Attach

]DGGDGD

a_type
a_subtype
a_location
a_pimn
a_hir
a_number
other - a_roamingTo 41805
a_subscriberSelsction
a_resourceSelection
a_roamingTo
a_preferred_PLMNs
a_forbidden_PLMNs

+9647701105387

|UMTS_Uu
-

|Sulaimanlva-Fermandayee-"

+871506273696

41805

Resource-Requirements - a_Require

ExternalNumber

|+96477U‘| 105387
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Scheduling Tests

A test execution is arranged by scheduling it. The user can schedule a folder, a test case call or a
sequence call from the test definition tree. In case of a folder, the scheduler creates an execution job for
each test case or sequence within this folder or any sub-folders.

SITE Options

¥iTookwx AL schedue x

B3 New Folder &—

B3 New Intelligent Foldar d Test Schedule Settings

& New Ssquence This dialog can be used for scheduling the test case. |

v Testcases ]

> _OMJOBS | TestElement 116858 SMS_MO (creating 1 lest job) =

KA s KPIValigty: {valid = =
O BC_Data_MO_MT
B BC_Fax_MO_MT O Now Priority: | norma | ‘
D BC_RingNoAnswe ) — [
D BC_RingNoAnswe ) Once Abort after: 40000 hhmm:ss —
B BC_RingNoAnswe @ Periodically ) Only on: _
O BC_Voice_MO
B BC_Vaice_MO_MT Start 2025-02-24 20:34 B‘ B .l
O BC_Voice_MO_MT, Period: —15 day v C
O BC_Voice_MT .l
D CDMA2000_RfSea | Job Distance ® manual 000000  hhmmss Nursday =
O ListAvailablePImns () automatic rida =
D LocationUpdate
O LocationUpdats M ||| S damy
D NetworkRegistratic || ¥ I () g eng

> e —r

i ﬁ?iuuciv — ® End after: 10 E]runs )

> GPRSP | I8 © endon 25-02-25 2034 |5 [

»  IREG Test ﬁ

r MMS | i

> Rechargi Ri ol 0T PASS v iorih normal v .

S ey o Fepeaten ' Test schedule setting

Reports

IDD (international direct dialing): it is a direct call from Asiacell number in Iraq to other countries,
below is the report for scheduled Auto tests, quality of the voice will be measured as MOS (mean
opinion score) which is global measurement from 1 to 4.5 .

Destinations (DU UAE, Etisalat UAE, Optus Australia, Batelco Bahrain, Wataniya Algeria, Mobinil Egypt,
MTN Iran, Umniah Jordan, MTC Lebanon, Meditel Morocco, T-Mobile Netherland, Ufone Pakistan,
Qatarnet Qatar, Megafone Russia, Zain Saudi, Telenor Sweden & TURKCELL Turkey)

Voice Quality Int. IDD-MO - 2024-01-01 02:00 to 2025-01-01 02:00

4.5 4
4
anood I | o _ o -
3
—
- Poor
7 I
. Bad

o -
I 1
1M E——
(1111 ] — ————
SA28IN a——

aedu
pk ufone

Ma medite] E—————
nlt-mobile [
Qaqatamet e

ae etisalat
au optus
bh batelco
dz wataniya
eg ecms-mobinil
joumniah
ru megafon B
se telenor
tr turkeell

M Vvoice Quality Average MOS_AB (avg by b_UsedPLMNNamelill Voice Quality Average MOS_BA (avg by b_UsedPLMNName) I D D re po rt



GRQ (Global roaming Quality): it is for outbound roaming quality, includes 4G (LTE) Speed test, attach,
ping delay, packet loss....ect , below is a screenshot of the report showing us the quality under
Ooredoo Group (Algeria, Indonesia, Kuwait, Maldives, Oman, Qatar and Tunisia)

sitecu Report

Report GRQ Summary LTE (ID 226626)
Definition/Periodic/Reports/Temporary/GRQ_2024/GRQ Summary LTE (ID 116008)
Creation 2025-02-24 23:00:27 UTC+03:00

URL http://siteui.site/webui/faces/pages_site/reports-new.xhtm|?id=116008

Speed test - 2024-01-01 00:00 to 2025-01-01 00:00

KPI | dz wataniyalid indosatlkw wataniyajom Nawras|ga gatarnettn tunisiana| avg
LTE Throughput DL [MBits/s]
LTE Throughput UL [MBits/s]

GRQ_matrix - 2024-01-01 00:00 to 2025-01-01 00:00
KPI |
LTE_Attach_SuccessRatio AV
LTE_Attach_Duration [Seconds]
LTE_PingRoundTripDelay_AV [Milliseconds]
LTE_PingPacketLossPercent_AV [Percentage]
LTE_Default_EPS_SuccessRatio_Activation_AV [Percentage]
LTE_Default_ EPS_BearerActivation_Duration_AV [Milliseconds]
DNS_host_name_resolution_success_ratio [Percent]
DNS_host_name_resolution_time [Milliseconds]
HTTP_session_success_ratio [Percentage]

GRQ

Upload/download in MB/S
Attach in Second

Ping in millisecond



Thank you
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